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To realize a real digital transformation in high education in an era of coexistence with COVID-

19 and in post COVID-19 environment
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Experimental evaluation of an educational DX system using xR

technology.
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The Emerging Media Initiative at Kanazawa University has been working on
DX activities to promote higher education since 2021. With the aim of creating a
next-generation education system, we have particularly committed ourselves to
making original contents with a real time VFX system in studios for metaverse.
Setting an educational DX system in the center of the DX activities, we are
currently developing the xR Campus System for the use of all members of the
university. Although we are in the process of completing the system, we have
developed and implemented some of the DX educational contents with a use of
VR headsets for a few lectures in real classes. This paper reports on the present
status of the educational DX system at Kanazawa University and the
evaluation of the system and contents which have been used in the real classes.

Keywords : DX, VR, xR, Creation of teaching materials
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Anomaly detection of proxy log focused on

website access pattern of organization device

A&, FARIKE T, EHA B
Yu NAGURA*, Shigeki AOKI*T, and Takao MIYAMOTO*T

RIRIF LR * NN ES
Osaka Prefecture University Osaka Metropolitan University

A, RIERA LU THIBERN OB IEHZ G 2 BEPHEML TWa. 20 &5 mKBIIRAICHCZ
DLW, RABROIELRBRAD KD HHTWD. HEOFIAREIIIERY A 7 2oNICERB I n
TRIENTL, SIMARDEE L IZRR 2B M T 20END . ARRTIE, BN XN 25HADM
B3, HHT 22—V CEBORAUMELENS EREL, BRETAMICID -V ORESX—V%
¥ELUTEEZHNT 2 FELRET 5. ERTRE, KBUMZKFOBEMROn 7, N7 —%t v
FEHWTHMMZMRE L. £, TREZBOMEH T 25ARD 0 72 WG ERitkFiEz vk
56t OHEGEHE 21T - 7-.

F—T—F: u @, BARA, HRETNL

Recently, cyber attacks that compromise devices, and steal confidential information are increasing.
Since it is difficult to prevent intrusion of them, rapid detection of the infected devices is needed. In
order to detect the devices early, we need to find unusual behaviors of each device. In this paper, we
assume that communication patterns of devices used within organization are unique to each user, and
propose a method for anomaly detection using probability model learned the communication pattern of
the device. In order to confirm the effectiveness of our method, we conducted experiments using proxy
log of devices used by staffs of Osaka Prefecture University.

KeyWords: Log analysis, Intrusion detection, Probability model
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Center for Information Initiative N | 2 V4 %?‘J%!’Eﬁi L, %’%@JEP@ 7 F A&
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Joxingo—Hs

20:00:01 157.** *** 1 80 aaa.com cluster_A
20:00:02 157.%*.*** 1 443 bbb.jp
20:00:05 157.** *** 2 443 ccccc.com cluster_A
20:00:17 157.%* *** 1 443 aaa.com
20:00:18 157.*¥* *** 2 80 d.jp
20:00:59 157.*%* *** 3 443 aaa.com
20:01:00 157.** *** 2 443 aaa.com
20:01:09 157.** *** 1 443 bbb.jp
20:01:18 157.*%* *** 2 443 ccccc.com cluster_C
20:01:27 157.** *** 3 443 d.jp cluster_A
20:01:38 157.** *** 1 443 ccccc.com cluster_A

‘ IP7RLR B2

20:00:01 157.** *** 1 80 aaa.com
20:00:02 157.%*.*** 1 443 bbb.jp

20:00:17 157.%* *** 1 443 aaa.com cluster_D
20:01:09 157.*%* *** 1 443 bbb.jp cluster_B
20:01:38 157.** *** 1 443 ccccc.com cluster_A

cluster_C

cluster_D
cluster_B
cluster_B
cluster_A

cluster_B

cluster_A
cluster_C

Ty avizsHEl
ISRB—Ir O R{ER
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T5. FEICHWZD D L IZAIOHE D Proxy v

15

202349 A VOL. 26

WL, 32 i AOFIHEICELD 7T A%
= U AERERTS. ZZTER LY T AXK
= VAN, FEBAHOWERET I HERE
NBMERERD, TEE T 5. ~La7#EiHIcE
WTRIRREIZHNI TH B 728, ¥ —r ¥ ZAD4ER
MREZS —7r Y 2AHFOLBROMHEROBTRD 5
N3, £, LEICOWT, PMNUESLIR oz
TG F 27D EZ HWTRD, =7
VADRIWZ XD T ERIREET 272> —7

YARTIERLZITS. RDOZLE D 25K (2)
RS
1 T—1
D = TlOglo H By (2)
i=1

Z T, P RHIESITHERE i FBHDZ S RAZD
TRADE i+ BEHD T T ARD T NMERT
LHERERLTNWDE, TWRIZIRARY =TV AD
2RTHY, REXTDIIAXTEX, T-1HD
BREMTOATWS. 22T, BIZIXEESN2S
R=V 2 FEL AL BWR=IIZHNT5E 7
Y, MHENRD 7 522> —4 v 2IZHN 5 BR
DOHIZIE, 8 LHERE T VICEE LR VER
NEFNTVEEELD 5. EBHEED 0 DS
ELL LERRD bW, BERERICHY
INEWERE 2 2. R (2) TRHT2MEBOCE D
&, =7y AHICHBBEENRVERSZ &
FNTVBIECEIVNSL KD, LIzdioT, HEL
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8] o LR 7 2HA LT —& L,
BRICF = 3 TREKS (CTU) AR LTW3 CTU
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=HHE (Bayesian Information Criterion, BIC) %
FWTRil7: 27 7 A2 HEE L TIREL TV 5.
BIC &%, HetE7 VOERELFMES 272D
ERED 1 5THD, ZOEI NS VIFEHNMED
FWETLERS. EFTIE, 77A88% 10
LT ARERMEET 1 TOMMEERDH 7 TR
K ¥ Z7ZATW, BIC Z W TR ZFHT L,
BIC DfED /N 72 5D 7 5 R X8 % BHEWRA
THW2 27 ZAXBELTWS. EHICKAFET
&, AANEIC X MRS B R MA 570, 7
ARDEFEBDB 0 LLTD I FARERTEED,
Wiiziz 15027 7 AR Liz. FEEBKROFHEIC
1%, ROC (Receiver Operating Characteristic) Hf
7z iz 2@, AUC (Area Under the Curve)
itz 72

4.2 EEBRT—4A

EEICHWS F— R ITOWTHR B . KEHE
MR D v ZITRIER / BED 7T iEEh
TWHRWD, FEERICHW2 n 70BNz ZE %
wEIh TRV s, KERTIIETER
LT BNTF—&ty MiownwTiE, &
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(Command and Control) #— NE@EL TV
nz%, CTU T =&ty FOHEAIERy MEEE
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t RBREDEEDEITT, FDERS DRFAN 2
U CHRERVINEZ AR L 7o AL 7-.

Z D%, NFBERERIRELLEEET->T
W5 Z e RRMINCHERET 279, AT 5rS
DFEEITLIP 7 R L RAZFHALDIREF L IP 7
FLRIREH L. ©B6DT7—REM 7255
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4.2.1 RBRTFT—A21 (BOSEET—%R)

MWS2018 7 —&t vy hDSED1-OTH 5 BOS
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iR B 0.22 0.77
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A 1 0.09 0.60
IR J 0.29 0.85
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Encrypted communication has become commonplace, and it is no longer possible to examine
the contents of communication and scan for viruses. The risk level and headers information
of each IP addresses would be visualized in time series by malicious intrusion process scan

technology, and making risk identification easier. We reported the surveys of the malicious

program downloads, the intrusion for server and the SSL-VPN connection to foreign

countries as the effective use cases. The malicious intrusion process scan technology can

quickly survey the information security concerns.

Keywords: Malicious Intrusion Process Scan, Malicious Program, TLS Traffic Inspection,

Network Detection and Response
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