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The SSH protocol, which is used to remotely control servers, is a frequent target of cyber-
attacks due to its widespread use and ease of attack. However, there have been no quan-
titative studies of the effectiveness of existing countermeasures, such as how much attacks
can be reduced by changing the port number. In this study, we investigated how much
the number of unique attacking hosts can be reduced by changing IP addresses and port
numbers, and clarified the effectiveness of countermeasures.
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Classroom Response System Using Gamification
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Active learning is effective in deepening university students’ understanding of classes, and
gamification is effective in motivating students to participate in classes. In this study,
we developed a classroom response system with gamification to encourage students’ active
participation in class, while supporting their understanding of class content through active
learning. The system was developed as a WebGL application and implemented a feature
that allows students to post questions anonymously, express their sympathy and comments
on the postings, share their understanding of the class in real time, ask questions to the
generated Al, and play a quiz game on the class content. Using this system in a class,
we confirmed that it contributes to both students’ understanding of the class content and
their willingness to participate in the class.

Keywords : Active Learning, University Education, Gamification, Classroom Response

System, WebGL
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Early Detection and Classification of Malware by LSTM

based on Time-Series Information of API Calls

AUA aha e, B KR T AR A T
Kosuke MARUWAKA*, Shigeki AOKI*', and Takao MIYAMOTO*f

PN UNTINE S
Osaka Metropolitan University
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With the increasing sophistication of cyber-attacks, preventing malware intrusion has become increas-
ingly challenging. To minimize damage after an intrusion, timely detection and identification of malware
families—groups of malware categorized by their characteristics—are crucial. In this paper, we propose
a method for early detection and classification of malware by analyzing time-series information from API
calls. Our experiments validate the effectiveness of the proposed method in detecting malware using the
Malware Analysis Datasets, as well as its ability to identify malware families using the Soliton Dataset
2020 and 2021.

KeyWords: Early detection of malware, Early classification of malware families, LSTM
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%. CHR [2] TI&, API a—u 2ERd 58 A
AHB=2—F %y b7 —2 (CNN) & W MAT —
PR L=y b (BiGRU) IZ&D L NS 7Y » b
HERHEm a2 AL C, v v 7 2RAIL
TW3. ZOFETIX, API a— L OFRIIED
100 BE DA, <7 = 7HHIRIZH 90%
TH3H, 20 L FDOEEIEIN 6% IoTHD,
I OATSLY = 7 2 REAIT 2 Z L 138 L
V. SHR (3] T, API a— o ZE#R% 4 D
LSTM TH#E L Tv LYy 2 7 2HMAILTWS. &
DFETIX, LSTM O Z & OMFIEE & Lk
TR WESEYTTEBY, RIBRAEFERIC
BV TWARWD, BHEMRAIMEREICOVWTIEE R
TRTWARWN,

~Av =777 I ESETAIAKRNLRMRL
LT, XH#k[4,5, 6 DFEBZET OGNS, K [4]
T, API a2—u7HoEE$ o MBI Z R
MR MLEL, VXL T7 4LV A MOHEGET
NERWTRROZEE) 2 Tl 5 2 FIEZRELT
W53, ZOFETEHEBOHBRBRICERT S Z
& T, WY 7 OFROMREDO FHRIFEE XM L LT
W3 D0, RERFIERICIZEH L TWRW, API
a— LV ORRIIERICER T2 2 T, HIZHEH
KA Y 2777 ) BHEETE ZAREMEL R <
BeEZLNS. AP a— UEROKRRINCHE
HUZFE 5] T, API a—iu 2o
R %1E % LSTM(Long Short Term Memory)
¢ GRU(Gated Recurrent Unit) T¥¥ L T</L
=777 IVEGELTNS. 7, SR (6] T
&, SR [5] THIW &N RERGINER % 7 (T
XLSTM CHELTYAY 27 77 I VEHHEL
TW3., ITNSDTETIE, API a—no 7Dk
RINERICFEE L TERBEIR~SAY 27773
EROETETWS 300, BISHICEREZEW
TWiRWd, BHGHEERICOVWTIEERES M
TV,

ZF 2 TAMZETI, API a— L ORRIERZ
LSTM T8 L, #Hilz7z API o — L ORRYIIER
PELSHERIC LY 2 7R BHICKRAIL, Hizw
N7 77 IV T2 FELREST 5. AF
ETIE, BN~ LY = 7 28, #HET 52
YA TE L7, EDRICJEHATA I TILY =
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77 7 I VIIHIG LB N R 2R L, #EF
ERNRICMZ 2 ZenTEZeEZLNS.
T, %2 i CIEBEEPIZEICOWTEHT 5. 583
HICIRBFERICOWT, 4 HITIEER AR
X5 ER BN, BEEHITHIL T 2.

2 BEEMRZE

AWFUICBEE S 2 EKM%E e LT, API a—b
B ERP LAY =2 T BT AFIETHIX
Bk (3] &, v AU =7 OfROEH EFHITSF
T H MR [4], API a—n 2 E#HiA & RNN
ERHWTYLY 27 77 IV ESET2FE B I
DWVWTIRNDB, /2, BERNE o 28D
LSTM ZHW/zw L F 2 X 7105k e LT,
SCHR [7] I2DWTHR R B,

SCHR [3] TW&, API a—Lu ZHo s = R
X7t U, Vanilla LSTM, Stacked LSTM,
Bidirectional LSTM, CNN-LSTM @ 4 FE¥H®D
LSTM ZHWT, v v =7 28AT 2 FiEEiE
RLTW3., ZOFETEEY, APLa—rn
DL, SV T ) =T 2T RERT
ERS LB VFRy hRZ PUVICE#RT 5. X
WAL /=RZ bLEZHhZ2ho LSTM THE L
Ty = 7 OBAREEZ IR L TWw5.

SCHE [4] T, API a—u ZHoREd o
FIECEREARZ L L, YR LT L ALD
miFE T VE AW TIEROER = THlT 2 FiEx
REL TV, ZOFETEEY, APl a—n
OB EME L, ZoHBRRBEER#MARZ b
N T B RS, FERERE DZEE) D S ERR L 72 R
N7 VT VELT LA OEIGEFILTH
B33, zotk, FELZERFETLERNTH
7o 72 SERE R D ZEF ORHE R 7 b L S IR O R
N7 MLVEHEELTWS., X512, #E LR
RZ FADPSPRERTIAY = 7 OHEEER DHET
3. REARE, FAZEE L TERBOE %5
RLUIzT — R LU R bLERW, U
YRy PRI MATRHE L~V Y = 7 ORERER
HINER Y LT LT3, Sk [5) TlE, API
a—rn ZERORRYID S LSTM & GRU % F|
ALT~L Y2777 3 20T 2 FiIEERR
LTW3. ZOFETIEET, API a—r o2
W o B R L, U 72 BI s Hs R L
THEHELED, AR —VTHRIEEINE LS
RITEWDH 2 b OZHIRT 5. Xic, RN
HIFR L7z API a =527 vk y bRT PLIZE
AL, LSTM ¥ GRU TZNFN¥EE T 3. D
%, #EH L2 LSTM & GRU #H\W\WT#H /272 API



"category": "crypto",

"status": 1,

"stacktrage..

"return_value™: 1,
"arguments": {

"hash_handle": "0x00000000",
"buffer": ...

h
"tid": 6824,

"flags": {}

}

X 1: API 2 —va Z D]

1. Api = [apil, api2, api3, apil, api2, apil, api3]
>

X 2: VYkRy bR ML LDTFIE

> Api_list =
[“apil : 0”, “api2 : 1”, “api3 : 2"]

2. Api_list = [apil, api3, apil, api2] Api_list = [[1,0,0],[0, 0, 1],[1,0,0],[0,1,0]]

a—ruaERICEENIYLY 2T 773V E
FELTWS. ZOFIETIE API a—n &R
DEERFNCFHL TV DD, YL 727773
Y QBRI TR Z B W TR WD,
ELHASFERE O HREIC O W TR E R IR T VAR,
SCHK [7] T, EEOBRSEWE X Rk Ris
5 LSTM THEL, ZNZPhD XX 7 ITRHE L 7=
FRVEAET % SC-LSTM EF L EIREL TV
3. ZOFEIZ, H—D LSTM & b #EH o LSTM
EHWS 2T, XRA7ORMICIE T TRIRMIC
HETELZILERLTWVWS.

3 REFX

HiffiCib X7z API 2 — v u ZEHiciEE L72AR
RO TIE, AP 2—L1 2 02BREESD
F—REHE—DEFLTEELTWVWS I EHZN
728, WD & 512 API 2 — Lo &R —
LR OLNTOWRWEEI, FEE T2z
TS 2 2 e L v, AFETE, B0
VY =7 DEEDAEFE LT LSTM, A
W ot E TOZREE) LY Lz LSTM, &3]
WD o RBRETOFEHZFE LI LSTM O X 1T,
<L 2 7 OEHOMEITICHE DY 72E D LSTM
EHWS Z 2T, vz 7 OEFEE 2 BIARA
EBEEEBT 5.

3.1 EEHD

¥, APl a—u /oK% RERYIIEIC
W2, v 74 00—E2HBLED DR
X 11289, 027> 4 U2ld APL B 07
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fit1, 0,01, (11,0,01, 0,,0}, 9,0, I,
[10,1,01, 10, 1,01, # [10,1,01, 10, ,0], 0,0, 0],

[[0, 0, 1], 0, 1, 0], [1, 0, 0]]] [[0,0,1],0,1,0],1[1,0,0]]

RT A4V TH RTFA VT

B 3: 8T 14 7T X B RIIRIERIL

‘ Masking/& ‘

-

LSTM/B

B

‘ Dense/E |

M 4: T T MG

EEIHFERIN TV S, FRALTRL TV SESH L
B8 API OFEE% ¥ Unixtime TH 5. Unixtime
X 1970 £ 1 A 1 HAFRT 0 B 0 73 0 B0 & ki
WET, B 2 RRIINEICIE AR 2 BICHI S 5.
Kz, AP1 a =5k 7 viky hRZ M ILDRS
WWAEET 2. ZHFIEY K21 ORT. 73, BUS
L722TD AP a— A0 b ERENT 5. 20
%, HECLEZVAMERICT YRy bRZ ML
BT 2., ZZTU KRy hRZMLEIE, B3
RICEDRT bLVDON, —DDERIZITH 1 TH
DOBERNPELTODNY MLTHD, T ZTIEEE
HNOHEDIHFZRITEHRE 1 LYY Ey
FRZ PAVREBLTWS., Z0%, LU x7
77 IUNRERIGEPYLY =2 T OEIZED
327 —2EERMZ D720, T4 7T 5.
RT 4 7DRHIEK 3ITRT. bEW API a—
NENDZRFNEIZEDE 2 X 5128\ API a2 -5
ZOTHEHDLZIZED, RIEZZAZ 5.

3.2 APIJ—-I)L5DOLSTM IC & BFE

LSTM Z W7 e T VoG R X 4 1 ORT
ETFAMGER, 3 BTHRKEIATVS. 1 BHOD
Masking JETIZ, 2EH DRI AT 4 272X b
A7 P VOEENH WL SR T D
i, FESICEAXES. 2 EHD LSTM BT,
AN T — R DB 728 R — O R F B R & 228
L, &2 7 2%2F5%. 3 EHD Dense
JETIX, softmax BAEZHEH LT, ASJIT7—2»Y
DY 7 AZET B[RS E WD E IR T HER S
T 5.

API 2 —)LH| % 5e88D & 30%, 50%, 70%, 90%,
100%DEXTHEILT, BEXITLICREL % LSTM
TENEFNFEE T 5. FETIE, APl a2—-30D
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Yiryn & mivma D ZE 5 % Yiryn & mivma D E 5 % Yiryn & mima D E 5 %
HiH - BEHEH Hili - EHEH Bl - EAEH

{ty,m1¥ma}, {tz, m~ma},
{ts, m1~mn}, {ta, m1~mn}

{to,m1~ma}, {tnes, m¥ma},
{tas2, m1~mn}, {tnss, m1¥mn}

{tns,m1¥ma}, {tn-2, mi¥ma},
{tn1, mi¥ma}, {tn, m1~ma}

X 5: LSTM 12 & 2223 WLEE oo ]

2EDN%
Hi7= 72 APL 2 — L DI R 515 8
l (Zy = 7 DR OGEEH)
I N9%Jf] LSTM | - | LSTM & X & HEsizhs ot I

4 6: FLEAHET OREE

T YRy bRZ MVDORYNEFIHER, v Ry
FRZ MVDORINIIET 2~V =27 773
DT Vky bR MEHNERE LTRET 5.
HU, ~ oz 7BHZIT5581%, 2V—-rv=
TRV 2T RS T ViR PR MV H
AR LT0wa., ZEORNER 5 I1TRT. ¥
F, BAEE th, tag1, thez, tnes & FAUTHIG
T BIERT NOVOBHNER mi ~ m, & AJ1 Ui
By ~ y, BHNT B, 2Dk, HERD i
~ vy, CHWNZEE m, ~m, DESEEHL, &
W20 %8I LSTM OEAZEHRT 5. M E
DM EEDRL, FHANTED TRy ZHITE
L7k TT5.

3.3 VILTTTDORHAHTE

LSTM 12 & 2 BHHEE DN K 6 1R, #r
7272 API 2 — L ORRVIIEHR DI, & 2R D
N% DED DG HN2HE, NHOEXIIHIET %
LSTM AN L, #EMREZH TS, 22T,
EERBICHNER e LT~xA Y27 77 IV 2K
ELTWAEEIE, sEEREHAIL, 27—V
V27T 2 7O fEE HIERIZERE L
TWBIEAIE, ~ L7 27 OBAEREZH T 3.

4 3RER
4.1 HERZMH

DEEFHEFEL LT, Z7rANYF—2arvo
—fT®»H % LOOCV(Leave-One-Out Cross Vali-
dation) [8] ZHW7z. LOOCV iF—2X T %7 X
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+® 1: <Ly = 7 ORGSR

R Accuracy
30% 0.935
50% 0.953
70% 0.969
90% 0.999
100% 0.999

£ 2 B—LSTM O~/ w = 7 EERH

R Accuracy
30% 0.562
50% 0.680
70% 0.616
90% 0.880
100% 0.999

FF—&E L, BRODETOTF—XRE¥EHTFT—XL
LCiMtis 2 FETHB. 2LTC, TAMTF—X
R U TR U2 25l 0 F 2 A 72 MERE
¥33%. TAMT—XIE, API a— L ORERY|D
SEHED 5, 30%, 50%, 70%, 90%, 100%DE X
DHDEMHLT, AFETEHCYLY =7 %
MEIL, Vo777 IVENHETEZIY
BRI 2EBEITo 1. £, AFEOFMNEE
R, RRRVIERZ H—D LSTM DA TH
BULBEOFEBGR e gL 72

4.2 EER1-TILY 7 OREAREIEER

< = 7 ORISR TIX, Cuckoo Sand-
box [9] (BLF, Cuckoo ¥MER) L AR— b2 S
X N7z Malware Analysis Datasets: API Call Se-
quences [10] ZfEH L7z, 7 =%+t v MZid 42,797
BiAD~LY 27 1,079 BIEADZ V=27 =27
D API a—iu ZHoBE»RE TR, SRR
%, #l7 v ICBEMN T SR RO 100 o
DR X0l L BB TR STV S.
EENITIX, 750 MIAT oo~y Y —
V7 RER L. AFETYALY =7 %2 R
HUMERER 11T, FERIIERIEWGS
% Accuracy 23093 DL L2 b, EfEEICLY
TERBHITE 2 Z e e L. 2RRY|EwR%E
H—@ LSTM TH¥E LT~ Y = 7 % FHAIMA L
7z, HBFEOERER 2 11T, KRV DIEH
M5 30%~90%Tlk, H—oD LSTM & HW=5a
D, AFEROTTBEREIIILY = 7 ZRHAIT
X5 RERLT:. ZHRERREIPEORRIIE
DA E2EE LT LSTM O B ERRIER % %
BL7ZLSTM & b, #IHZEH DR DE N Z
WIRZAOLNTWARDTHEEZILNG. Tz,
KRN DD & 30%~T0% D Z N ZHTHNT=
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£ 3: 30%~T0% D~ LT = 7 HEHID AR

IEfR S ~ov
JV—rvxy <WAvzT

V=227 727 23
RAY LT 74 676

V=7 734 16
7 54 696

VAR AV Y 747 3
@7 Y 44 706

T HHE

30%

50%

70%

Tl =LY 7 773V TN

2
<

AT T773IVH

NetWire
RoyalRoad

IcedID
LazyScripterA
Upatre

Predator the Thief
Trickbot

Bazar
COPPERHEDGE
Valyria

STOP Ransomware
Minerdropper
Evasive Azorult
USBferry

Emotet

© 00D U WO |\

=
B W N = O

RFEfTH %2R 31RT. RRIIDEL 2138~
N 2T7RZV—V 7 LBERALEEZEL
HoTWBIEeWghd, ZHUITLY = 7=
AW 7V — > 2 7T 2 %8 %2175 T
WE7DThHsrEILNS.

4.3 EE2-WILOITI77IVOREHRS
BHRER

AV =T 77 ) ORISR TIE, MWS
Datasets[11, 12] O —f& L TR LTV 2
Soliton Dataset 2020, 2021 % L 7=. Soliton
Dataset ZIX=Y FRA ¥ beFa V74 -ETH
% InfoTrace Mark II for Cyber[13] (AR, Mark
I M) BEASNLERETILY = 7 25T
LTEsNEEINE o 22y L7 —Xty
FTH 5. Cuckoo T Mark II ZE A L7z7 R
FEREEZHEA LT, 1RO E Mark IT B2k
Cuckoo B 7D 2 DPEREINT WS, ZD2DOD
A, API B DM R 2B F X N5 Cuckoo
07 %2FHLTEREZIT- 7. EBUCIE, 15
DINT =T 77 IV %&%207 7413, 5300
EOWIET DT — K2 ZfEH L. #HHL78ED
AT 7 7IVBETNLERLITRT. IO
T—Xty FTEBEKI L ICRIIESRL>TE
D, ZRNENDIED S 30%~90% %P D E - T
FEEBICHHA L. AFET~LY =7 2 B8
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£ 5. <v 7 ORI ERER

FELEEE 7RXPTFT—XDEX  Accuracy
30% 30% 0.990
50% 0.990
70% 0.827
90% 0.747
100% 0.706
50% 30% 0.997
50% 0.997
70% 0.727
90% 0.660
100% 0.620
70% 30% 0.783
50% 0.783
70% 0.990
90% 0.753
100% 0.730
90% 30% 0.690
50% 0.690
70% 0.757
90% 0.987
100% 0.730
100% 30% 0.700
50% 0.700
70% 0.777
90% 0.790
100% 0.983

L7AERER 5 IORT. RIRIMBRELD, 7R b
F—XDOEXIET % LSTM Tl L 7285812,
0.98 UL EfEEREENMBOLNT NS Z & 21
Bl TANT—RDOEIN 30%DEHE, 50%
DEIXEEE L LSTM TROBBEENEL KoT
W3H, ZHAUIX0%DEXTIE, LV =7 77
3 VICEA DR TR N TVRW T & 23R
KThsrE2o6N5.

£ 5DEBRTIE, TRAMNTF—XOLENHAIT
HBHZeEAiEe LTRREEZEHL TW323, IR
BCRASEEZ BIE 395G, 7A N T —X02R)
ARHTH 2712, YORXEEH L= LSTM T
AT RETHIEHWCERW. 22T, 2T
OFEFHD LSTM Tkl L7=121c, WAl REME
TEEEETo/. METFHEL LT, ZZTEUTF
D 2EEPHE L. 1 D HOFETIE, £ LSTM
TH LIRS DB RARDI LY =7 7 7
IV ERHERRE 35, HIZIE, 10000FRIER
FEHLUEZLSITM B~ =7773IU A% 0.3,
90%% %3 L 7= LSTM £3 0.4 DIFEIF, <17 =<
77730 ADEFEIZ0T G, ZOfEEHE
WA REEMRZN T 5. 2 OHOFIET
1%, % LSTM THN L7fERDH OREGHED <L
V777 I RHERREE T 5.

2 DDFRIZ K D AR EME L HEERR
ZF 61T, IREFIE (BHoRKME) T,
BT —RED50% F TIEIEREICHHETES 2k,
REFIE (MEESMOREME) TIE, @A77 —2E
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£ 6 v =7 ORTHERER (% LSTM Ofb
REME)

Accuracy
R& REFE REFE
HORAME) (R0 R
30% 0.72 0.89
50% 0.89 0.92
70% 0.94 0.93
90% 0.94 0.92
100% 0.87 0.92

£ 7 B—LSTM O~ = 7 B4

£X  Accuracy
30% 0.71
50% 0.74
70% 0.76
90% 0.86
100% 0.98

PHEHWEELERETH I e R L. —7,
REFE MBFORKME) DAl T — X £E25 100%
DR, BEMETLTWE. ZhiE 30%~90%
DRINEZ2EE Uz LSTM ORGSR o &C
HrrEZLNS. RRRYIGEHREH—D LSTM
THEE LTy =2 72BN L2, iRFE
DFERER TITRT. R6 LR TOREDLS, K
RINDFETED & 30%~90% DERZ, HFELD,
AFEEOTHREREICL Y 2 72 ETX5 2
CERMER L. THERIPEORRIIIEHRD A
ZEE LT LSTM O AR ANIH O~ LY = 7 D
EFORME EHEICIRZONTWE D THS L
Ezohb.

5 F&

AT, API 2 — LOERIZEX LIS
LSTM T¥E L, ~ w7 ORI < LY =
7773V ORMNEEER T 2 FERRRELL
EETIE API 2 — L ORRYIZ BRI O 4, K
YA SFBETD XS, ALY =7 DHEST
WKHHLEERDLSTM THEE LT, <Ly
DOEWIRAIMERE LY 27 7 7 3V O BHHEE
PEREZFHME L, AXIMEEHEEL 7. SHoFEL
LT, &h2E~Lluz7RrV)—ruey
DF =&ty FTREFEONHMEZMIET 5 Z
X EDRADICHZIEL, <Ly =7 OffEE
DYEUEE BT T2 Z e R DB TN 5.
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SEHET B D 2B & BB R X A AR

Semi-Supervised Learning for Malicious Domain Detection

JIE AR <F, FAR SR T, EAR HRY
Souta KAWAKAMI*, Shigeki AOKI*!, and Takao MIYAMOTO*

N YN
Osaka Metropolitan University

AR, BB FER OB B X A URHNCE S 2D AATON TV S H3, Bllid D 28Tk
EHVLIGE, FECTIBEOEE R XA Y 2ET 2 203 L. £, RO THAESATY
LEBT 2T, BERXL VIQETEHFHDO XL YDA ERHWTWS2S, HE: R X A4 EBRcEE)
ZIFILLTWS FXA 2Bl en2\WV. 2070, BB TR RERIE M R 572012, HE
B CORENTIFHETE TWARWATREMESEZ 5 b, 2 I TAMITIE, FHED D EEFEZER
H32Ztil&oT, PEDIANET—XE2HMAL TEME N X4 V2 @REICRNT 2 FEZRRT
5. AFETIE, =2—IF0 2y PV =2 2R HEID D AEF IR L, B4 V2T 5.
FEETIE, B EROMTICOWTEIASHRINTVE T -2 DA ZHWT, BREIGEWEE CENE
FXA CBAREEZ M L7z, EBROMR, Hiid D EETETEE LGS LB LT, SWHEETEE
RXA VAT E 2 Z e 2l L.

F—O—F: BERNXA S, BEIREE, FBEETD D EE

Recent studies have utilized machine learning methods to detect malicious domains. However, col-
lecting a sufficient amount of malicious domains for training with supervised learning methods remains
a challenge. Moreover, previous studies often use active domains for benign data while including in-
active malicious domains, which leads to an incomplete evaluation of real-world accuracy due to the
differing information available for benign and malicious domains. To address these issues, we propose
a semi-supervised learning approach to accurately detect malicious domains using a limited amount of
supervised data. Our method constructs a neural network-based semi-supervised learning model for this
task. We conducted experiments to assess the accuracy of detecting malicious domains in a realistic
environment, using data that confirmed activity for both benign and malicious domains. The results
demonstrate that our approach achieves higher accuracy in detecting malicious domains compared to
traditional supervised learning methods.

KeyWords: Malicious domains, Machine learning methods, Semi-Supervised Learning
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SOLSHIBUCHNTE, ROTT v 7 VA 2 H LTk 5, 6, $RIEENsEMAADE

]\’i’ﬁﬁb\tulﬁ]‘)(/f P2 ]\&:J:é“t’:}\’:l]) T4 7':%5& [77 87 97 10] ﬁ‘*%%éhflﬂé

*éﬁ?ﬁ%‘l‘ﬁﬁ??%ﬁﬂﬂ oot IEDO< LY =27 ¥ C2 (Command and Con-

raduate School of Informatics —

DA L Y X — trol) ¥ — "t DEETIE, DGA (Domain Gen-
(-j_" 539?53% jfd‘}iﬁ??ﬁ?%?tm 1-1 eration Algorithm) ZFIF U THHZEIZ C2 +— 1D
1-1, Gakuen-Cho, Naka-ku, Sakai, Osaka, 599-8531, FXA V%QET% Zt T, E‘I%ﬁ@ FXA .\/G:jﬂ'
Japan, ¥ 2 EEOEWPIIEE ORI A LT 5. X

R, EmhmkAatt
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Bk [1] TIX, DGA THEB Iz KX A4 v E2RBEN
RXLFHN DN K > T, KX A U XFHDEK
DHERHFIL, FAALOBEEr BEZ2HEEL
TW3. Xk [2) TIEDGA RX A YRy by
PRXAVEOEMRXA V%, n-gram IZHD{
A7 LT XX > THBILTWS.

RX A Y DOXFHIFTH L, DNS EH=
WHOIS 1§74 EWiFEH U, HICHE % 0 H
U 72380 B X 4 UWFIFE [5, 6, 7, 8, 9, 10] 2342
RENTWB. HR [5] TIX, WHOIS ICBsR X
TW3, FXALVOBBHREDEHREHEICT ¥
A7+ LA MTTFHETAZIERRL, FXA Y
PEEHZHMNTHERAINZ LS 22 TFHILT
W5, Xk [10] TlE, FXA4>D7F2 MEHRD,
NEHFA MCED RXA VDT IR ART Y F VD,
DNS B ¥ 2T VX L7 % L A M TTHlE
TFLEERL TS, TNHDFED XS, #
filid b ZHFEEHVI5E, ZEICTORED
HENETF—ROWNEIHELWZ EAHE Lo TW
5. ¥z, 1EROMATHHIA TN 2 ERT —
2%, BYER XA NIEHFD R X4 2 DOATHE
BRLTW2—F, YR A IEBICiEE %
IELTW2 RXA V280l e B0V, 207D,
B B CHUS ATRE R B R 572012, E
BREE T DR D157 ZFHIliC = TV AR W ATHEME DS
EIbNhb.

KED TR ET —XDOIEIRETH S &
WS RIS 2R e LT, PHEED DY
FIEPHOLNT WS, PHlfid B2 IERT
52T, FNAMFEINTORVWRKEDT —X
ELBD TN EF—RICK DR HET
=2, REMALFEL LT (11, 12, 13] 31T
B d. SCHR [13] TRV A N—BEMEHICBWT,
KEER 5 A& F— 2ty bOAFIRET
HB e BNCET, BIREE UTHEEID D
FEEEH LU FEZREL TS, ZOMET
X, ROy YU =2 b T T 4y I DEERAITF
ERR, < w = PREITFRIC RN B D 8 FE
ZHEHAL, ZoRMEZHERLTWS.

AT, FHADH D EEFEEZRA L=
2—F %y b7 —% (NN) ZHWEMEF X A >
BHIFEZRET 5. FHEID D EFEZ R
LTW37d, KEDIFNNLFERXAL YR b
DIVENHEE ST, RHAET L THEE TS
ZEMTES. HIZ, KX OXFFHIER, DNS
¥R, WHOIS 1Bz &2 ot X h 2 Rl Ex
W3 Z 2T, XFHNOREZ T TIEIMAHIDEHE L
W, B R XA 2B G U RETE TV R AR
T 5. FEBTX, IEHPHERIN TS FX LY
DAEEHNT, HEISEWRETOEE R X 4~
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TRATRS FE % 3 L 7z

LUF, 2 fiCEHEMIIC OWTIRN, 3 HiCl13dE
BRHEIZOWTHAT 2. 48TIEEBRL ELICO
WTIHR, 5 HiTE o SBOBEICOWTIH
N5,

2 BEEMRZE

ARSI BEE T 2 HERIFEE LT, EER XA
YRENISCTFEH GRS 2 FEZRELTY
% 3CHR [3][11], WHOIS 1% /3 2 Fikz i
RLTWAHK [6], XFFIIEHRS DNS EH, F
AA T 2 1EREEHL TEE R XL v %
BAIS 2 FEZIRE L TV B [14] 12oW Tl
N5.

SHE[3] T, PI T4y I TR R4 Y
ZHi L, CNN (Convolutional Neural Network)
& LSTM (Long Short Term Memory) % T
B R XA VERAT 2 FEEZREL VWS, Z
DFETIE, FXAL YOXFHNERRIT—X &
U THMEEET WAL, DGA FX A V&M
HLTW3. Sk [11] TIX, KXA4 >YOXXFH»
5, XFHESPTY bub -7 o 12 FEORY
BERMHL, AP o a—RICkBEMERN R4
URAITFERZREZELTVWS. ZOFETEREER
AL VDAHEF - T A-RXTHEET I
&b, B LEEFEICEL>TDGA FXA Y
EHHLTWS., TRHDOFEREIF AL YOXF
TN RN S DGA KX 4 Yotz H
LTED, FXAYOXFINFFEIBE N WE
PER X A 203 2 BRI EEFHE S ATV,

SCHk [6] T, K XA > WHOIS #&E% vz
R XA Y OHRIFEZRELTWS. BIER
X A4 2@ WHOIS IZIZIER R BRI EFR IO TV
B0, HYER X A4 >0 WHOIS 12 IE A IERE TG
MZVE WS RBICIER L, WHOIS 225 KX 4
Y%, XA—=7 KL R, GRHRZ IS L CERE
FXA VRHAFILTNS. ZOMETIE, EERIC
fFHTZ 27 —XERPinwZ e e LT
TohTna.,

SCHE [14] T, FRFIasHS RXAL YR
F2fER L, Support Vector Machine (SVM) <
NN TR X 28 R X 4 VBleET i, B
XA > DOXFHIERP DNS 1HH, WHOIS 1§ %
ANTBZeTEER AL 2T 2 FiEER
RLTWS., ZOFETIEC2H—NEXL L
Drive-by-Download WEIZHEH I N2 FX A V%
EREEICHE L CnWah, ERTHERAIA TS
T—=RZBBVIRNZ e o TV 5,
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3 REFXE
AFEOFEWHOMELK 11T T. ¥7, B
P EED T U E KX A Vo RiEE i
L, NN TH¥ETE. RITKRIRLVEXL Vb d
FRRICREE 2L, ZE LA NN TI LR
FHL T, KIRILKXAL 2T\ VENET S,
G Lo N & R XA v F—&
WZIEML, NN THEYE T 5. 20K, RO K
XA YO LRMBED I N LVE, FEH LT
NN TTFHI L CTEE R XA EREIT 5.

3.1 st

RFEETIE, FAL oM, 11) H25E
2, RLITRT 16 ZTOREEZME ST 5.
MR TFYIN— 2R E, DNS N— 2R,
vz T R—2FEED 3 EEICaEI RS, DT
TiE, 3FEHORHRICOVTHAT S.

3.1.1 XFIR-HHE

KFHNR—ZFHAEIE R X A Y DX 1585
N3RYMETHD, FXA4>D TLD, SLD, Sub-
domain Z & K X 4 ¥ OLFH| 2D S5
5. BRENIE N X 4 0TI, BER, REEE
A, XF OB, SCr oM, BETFO
G, B, Ber o R, BerdlE, Py b
MEERE, =~ brE—0 11 EETHS. DGA I
Ko THBAERZNS FX A4 X, BOCEREINAT
W3 RXAL e EHELRVE S, HBRIRWS
YELBXTFIN G WO R RO, T
o DLFHNR—ZAFHEBD IR TDH 2 L E 2
LMD, 21T www.12example345. com 2 5 f]
H L 72 FFIR— 2R E o2 ~s. i HEHD K
X4 DI k¥ — Entropy’ 133 (1) TRD &
na.

Entropy’ = — Y p! x log, (p}) (1)

j=1
> > SEHD > >
TIRIAFERA Y | | RIANILR A
HHE o
le= I=m i
NN

X 1: R AL R
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X1 FgE—%
FRES
FHNN— ZAFFR R
XFHIR
REERL
REES
S B
ST DOREEEL
BETFOEE
PIE
R e B
HFEE
RN}
T hBpb—
DNS N— 2R &
MX B
NS #

Yz IN— AR
HTML & 7%

WHOIS %&b 74 7 X A &
WHOIS 7V xAf>a>¥ X4 L

K 2 FHIN— 2R DI

[ FXA > [ www. 12example345. com ]
AR 20 (www.12example345.com)
RE 4 (e,a,e,0)
REEEIS 0.2 (BFER/XFINR)
S D e B 7 (example)
SCF O FEFEER 15 (w,.,1,2,e,x,a,m,p,1,3,4,5,c,0)
B TOEE 0.75 (DR /SCFHIE)
BT 5 (1,2,3,4,5)
| BT DB 3 (345)
BrElE 0.25 (BFR/SCFATR)
NG 12 (12example345)
B 3.78 (X (1))

ZIT, n BXFOEERERL, plidj HHOD
WFOHIRMERTH 5.

3.1.2 DNS AR—ZiFH=2

DNS R— 2K EIZ F X 4 > D DNS L a—F
POBROLNIERTH 5. BEARRNCIE MX %, NS
B2/ THS. MXIEFXA VDZET DX —
NDFEFEEIEET S DNS La— RTHD, NS
F X A >® Name Server Zf§E3 % DNS L a—F
TH5. FlZiE omu.ac. jp D MX IZid mgwl . omu
.ac.jp, mgw2.omu.ac.jp, mgw3.omu.ac.jp D
3D, NSiZldnsl.omu.ac.jp, ns2.omu.ac.jp
D2ONPREZINTED, omu.ac.jp 2SI
N23MXEIZ3, NSEIFZ2E27%%. MX £ NSOD
EHEHHRMEF XA EHIRLT, BERFX A4V
WCRE SN TV R EDD I NMEAD D 5.

3.1.3 DI R—BFHE

Y TR 2 HEE R X A4 Y ERCAET 2
HHRTH 3. BRI, ZMUT3 72 T7R—
ay 5 Y@ HTML Z 78, WHOIS 1&§H D5 b
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|j>‘ 1 |Sigmid

@
@
e
16— : 128| Relu 256 | Relu 128 | Relu 32 | Relu

[ J
@
@

- L

Y
ANE hfEE

HAh

[ 2: NN &5 /L ORE

74724 4 (RBEIGH>? AR ETO
H%#), WHOIS [HfD 7 VA > a¥v &4 n (4
RH 2 SRERSHETOHE) © 3EETH
%. WHOIS 1&#z Bf% 3 % F#I213 Subdomain %
EF7W, TLD & SLD 225745 KX A i2xtd
3 HERZIIF LTV a. HlZ1E wuv. omu.ac. jp 7
5 HTML 2 78U 32 & 7591272 5. %7z,
www.omu.ac.jp @ WHOIS [H#HZ HF 3 % FRi,
omu.ac.jp WX T BIHEHREZHUTT 2 Z LT D,
WHOIS %&b 7 4 7 & 4 2% WHOIS I[Zit# X h
TWd N XA Y OEMBIR & REEIST H O HE
DAETHEEENSD, AMPRICOWTOERD
BASTERD»o7d 0 kb, WHOIS 7V =
A ayRALDMEFZF XA OERKRHE UTH
BEN/z2021 7 H 1 He FEESHETOH
BozL5.

3.2 NN IZK2FEE g
3.2.1 &HIETI

—a2—I)%vy bV —=2 (NN) xHWT, HEE
FXA V2T 5. AFETHHLZ NN O
RER 21273, 3.1 THItH L7z 16 KITOREAN
7 MV ANEANE AT 5. FiEEEI=y MK
A 128, 256, 128, 32 D4 ODETHR SN, &
PELBIEUC Relu BAE 2 LT 5. Relu BI%L

2k, BEADANED 0 KOG E G ME
20 kb, AJHMED 0 ML EDEE T SED
ASTMEL F CEE 72 2 G LERTH 5.

HHEZ2=y NS 1 o T, IEMEILBIENC Sig-
moid BIEZE M LT3, Sigmoid BIEUIX, HH
%005 1 OFIFICENS 2 IR TH D, £
W2 S ERECBWTHAE TR S, K
FETIE, BERXA DI % 0, BMER XA
DTN E L ELTWST, Sigmoid B
%mﬁéhk@ﬁomLmﬁgﬁﬁwﬁyﬁ%m
e EERL, LITEWIZEERE R X4 >R
WZrERT.
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7 NVOBKBEBUIK (2) ITRFT AL F VY I8
Ay btrbE—%2FHLTWE. NfFVIaX
zrirovr—lZ, EFLOHNEEED S VE
EDAERZFHMST 2BREBTH L. T LIEAN
AFVIZRRATY burbE—=2R/MEEINE XS
FET5.

N
Z Yi IOg yz 1—%) log(l_?i)]

(2)
ZIZT, NE7—2%, y 3EEDOI~L (0 F

721 1), g ZEFLOHS (0~1) TH 3.
3.2.2 ¥HEAHbOEY

EHETD D B B AT T ORI
¥ Pseudo-Labeling EIZFHEINWT, U RODRT v
TTHRL TV
1. IAETILOER

HEF—ZDN, FRADMNEINTVWS R X
4V (FRAUNERXALY) TOET L EY
T5.

2. RKIRNILREXALDDFRILFH

EBBEAET N EMoTHEEARXL Y ON, F
NAPFEINTORVEAAL Y (RFNL KX
A) DI VETHT S, FERXL ANDTL
DOTHFERIL 0~ 1 THHZR, 0ITEWVIEER
HTHBHELRIE L, 1ISEWIEEEETH 2 HER
HIE.

3. BT —2ADEM

2. DB R XA UAD IO THITERIS 012
FonfFe LiGhwn 2L, 2hzucR
MHEERD TNV EMNET 5. Fi7zi2 T Nuhift
XN RXAL U EBIRUfFERXAL e LTHE
BTFr—2IGEMT 2. RINDVEXLDFT~L
TR & 28T — ZADBMOME %X 3 127RT.
4. EFILOBFEE

3. THIRIC TN EINT R XA V&
SR E R U TEFLEHEYRET 3.
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o] ...
/ f.\ 3
RIRLRALY Lo
e lﬁ'l“)"f‘/ﬂ)ﬁ’\‘)b%fﬂ“

) ] o] -+« 55 o]

0ISEL B Z l UZiELEEHH

|F>‘4>||F‘)‘4>||I~")"f>|

BHSNILTE BHESANILGE

| HEAINUAER A |
| z87—scEm

| BRETF S +HEET 4 |

X 3: RIRILEXA DTV THlE
DEHT

BT — 2

2.~4. DAT v T ERBHEE DB LI-ET V2
BYER XAV OBFNCERT 5.

ZZT, FHED D FEHORENRTFIEL LT
1%, AL CTEUEE L L7 Pseudo-Labeling DI
2T, Mean Teacher 7%, FixMatch £, Temporal
Ensembling {£7 ¥ 52817 5415, Mean Teacher
11X, Student Model ¥ Teacher Model & FEE4L
% 2 O0DFTNEHA, Teacher Model DEA%
FEBREEN TN K D EH T2 Z & TRIELLEY
ZEILTW3. FixMatch {5 TlE, B~k
7= 2R ElAaabE % Z & T EIEREZ M Lk
XETW5. F72, Temporal Ensembling £ Tl
BEOTHFHREZME ST 5 2 e THEOLENER
EHTW5E., KK TIE, FE a3 A KL, E
EWERSTH B Z 25 Pseudo-Labeling 15123
DL FEEFEAL TV 3.

3.2.3 EMR XA V&

AIEICE U7z NN THEME R X A V2RI 5.
KHID R XA Yo LREEA I L &
NN 2B H N XN B2 05 U ETHBGE, *
DRAAL VEEERXAL D LTHRATT 3.

4 REBCER

REEOEIIME R T 212 DICEREIT- 7.
KERTX, PN E RX AL VDA EFERT
% NN E7VEMHT 3 iRTFike, FEEDD
FRFIRC KD H P T — 2 %8BINF % NN
ETNEMHT 2REFEL R L /2.

4.1 EBRTF—42tv bk

BMRXAL D7 —=&+y b LT Tranco [15]
252023 F 11 416 HO7 272X 5 %7
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%3 ¥UAF— 2L 7 A MNIF—2DF— 2K

\ [ FNARHE TRFNL ] 7 AMH |
Tranco 4,977 45,023 ‘“@;ﬁ);; e
PhishTank 1,185 10,817 12,002
URLhaus 21 200 221
ZONEFILES 829 8,086 8,916
aal 7,012 64,126 -

EA7 100,000 7% B L 7z. Tranco 3 FE WL
H7F—20R#E2HNE TS, FXf VDT>
FUITHAPTHD, BEROT oA X0 5H
FLAT—2Z2RHELTVE. BERFXL YD
7 — &+t v Mi&, PhishTank[16], URLhaus[17],
ZONEFILES[18] 2> HIEEI AR S N TV S F X
AVRELTNELRL. ZhzhoTr—%ty
F DAERE Tranco A3 100,000 £F, PhishTank 53
24,004 £, URLhaus 7% 442 ff, ZONEFILES 723
17,831 FCTH 5.

Phishtank i& OpenDNS 2 E 3 5, 74w >
YIS B IE MR T 2332274 TH 5.
TP =X o THEEIN, 3I2=741C&5T
MRAE X N 7= 1E % & A TWa. URLhaus i<y =
7 OEAZER 5 URL 2R L, B, AL
TWs7uY =2 TdH%. ZONEFILES 3D
TeDITRKED R X4 ¥ 7= 2IE, ILHE, RFL
TWbH% 4 FTdhH%. abuse.ch, isc.sans.edu,
malwaredomains.com, networksec.org 2* 5
PTERAAVEPNEL, BEERXS DU R b2
LT3,

ZIZT, RERXALVET7ERADZ VR XA
YEIBEL TV Z e omHPDO R X4 0 ThH
2rEZLN, BHERNXL VLT ZhEhR
DRFEAT—&Ly FTHETTHS It 2mSh
TWE XA VDA ZNET 32T, BEIGE
WERBED T — Xty M EERL .

4.2 HERZMH

FIT Xy borhENEFERHT -2t
T A AT —&IZ50:50 DEIETHETSE. 2D
%, FEHT— XD I0%D 7 XM LT R
ZWFEZITN, RINLEXAL e LTS 5.
FRAMHT—ZRIZOWTIE, BYERXAL VI E
PERXA VORI E D BRANEENEL K EH
TERWI RS2, BIERX A4 Ve EE
XA U BERBUCT 3. < A7 UHEBDF —&
v FOWRER 3 ITRT.

KD D FEFIECBI S, FHFT—XD5
NIAHTDFREZ, 3.22D 2.~4. DRAT v T O
DIRLIEEE 50 [E 2 L, 1[EOREDRLEICS N



FR4:BINFELES f\/LODE‘h

[ [ E7~r RE] E 5~ &
NESXL BE 15,358 157
NESL EIE 2,142 17,343

NENETERXL YO8 n 2R EEHDZH
2R AL 350 F 3 OD AR 700 fF L L7z, L7edio
BRI E T VOB IR EINS KX
4 VI, WO S RUATE R XA 2 7,012 I
700 1 x50 [\ D F RUHH A5 E 7 R X
£ 35,000 LEASE X N7z 42,012 2 72 5.
FHMiiciE, Accuracy, Precision, Recall, F1 score
ZHA L. Accuracy & F X A 2Kz LTIE
L FETEREETHY, Precision 1TEM F X
A Ve THENIRTEBIEE R X 4 TH 5E|
A, Recall \IZFHEIERDEME R XA > OHTIEL < Ei
KX A e fETE7EE, Fl score i Precision
& Recall DFHMIEEITH 5.

4.3 EERER
4.3.1 HFHEHODZBFEICLDZIANILLSIHER
CER

HEF — R T BTN ORERERE 412
R, EERTIEAEF 35,000 FOR TRV EX A~
KR L TINAMFEITY, 2857 —XIBEML
Tz Y F—RIEIMLE X AL yofT
Mol T VBTG L7 R XA Y oRuE 2,299 1
THY, WeRIEZRMERX A VE2EERF XL 2L
TEMU 78 2,142 T, BERXAVER
PERXA e LTEMU 8D 157 Th - 7.
o 12T OUTT DEIEIEN 6.6% TH o7z, TN
MFF LTz B XA 2hs 2 FHITERZ RS %
v, BHEINVEME LR R X4 v OFRIERE
RN EWEANC D o 7203, EHES NLEA5
L7z E XA VIOV TIETFHIERMEND D E &
ATV, 2078, RECERER XAV TH
ZIHELLTEMESNALEMNE L RAAL VO
BWEZL ol EBEZLNS.

OB LTI, 322D 3. DAT v ST
i?NwFX4V%?¥f~&ZLTEM?é%

, B2 ICHER T30 TIERL, £FINLE
x4/®%M%$k%&ELTL%mm% RE L,
FTHIFERD L 2 WEM ED F XA > DA EEMER
XA NTBIMT 22, FHEb O HEFIEE
FixMatch JEICHESWTHR T 2 2 & TRIRT
2rEZLNE. LALEDYES, LEWHEHERE
32358, RIEOFEE T —20AZBERENIFEL,
R 7R RIC R 2 A[REED B Z 5 5 Z %,
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3% 5: FEEHGE SR PhishTank
AR [ FERTFE [ REFE ] £F

Accuracy 0.89 0.90 0.01
Precision 0.95 0.91 -0.04

Recall 0.82 0.89 0.07
F1 score 0.88 0.90 0.02

7 6: EBER URLhaus

[(FFEE | B | REFE |
Accuracy 0.64 0.71 0.07
Precision 0.94 0.90 -0.04

Recall 0.29 0.48 0.19
F1 score 0.44 0.63 0.19
K 7. EBHEHR ZONEFILES

[P | ARTE | RETFE || &
Accuracy 0.89 0.89 0.00
Precision 0.95 0.91 -0.04

Recall 0.83 0.87 0.04
F1 score 0.89 0.89 0.00

FixMatch IEICED S FEEZMLS 255, #tHEa
AIDRELZRZ I TEEINS. ZOMEII

X5 % 7R S ST IEDBRENE SR ORE L 5.

4.3.2 EBRER.-EZR

PR C 1R R TFHE DTN B X 4 ARG % T8
HRXAL DT =Xty P ZEITHGEEL 72, BEHER
X A 73 Phishtank OFEEFER %2 5, URLhaus
DFER %5 6, ZONEFILES OfERZ#£ 711”7

#£5, £6, RTITRIHMELD, BEFEIH
BFIE LD, Accuracy, Recall, F1 score CIEAM
ELTEY, AUMELHERTZ. KT Recall &
HEBFE» S RE {MERALE LTV, —7, 7—
&2ty k%8 LT Precision 2MK N3 2 {HA) %
MR L7z, IBEFHEOYE T —XTITEEI L
PG XN KX A4 Y OBD, HEFIETOFEE
T=REDBHIMLTVE. ZDkd, LHELD
EMER XA YOReFEE e, HRFHE
TR TER P TZEE R XL Y 2RAITE S
X212k, Recal M ELzeEZSNS. L
ML, RAWCRT L ICREFEOEE 7 — &I
BEBIIRERX AL > THhIcdBbLST, HiE
ETNIUTIF LI R XA Y EZLSEATWS. £
DD, BAEHT — 2T OB RN X A4 V28BN
XA > ARBRT 2 X, Precision ME TR L

l-rEZ6N5. ZOMBEICH LTI, At
RI2EDIZ, BRINILRRAA VEEEF—RZIE

m3 zEc, FRIERS L EWEM EDO KX 4 >
DARBIRTZIREICEIVHETELZLER
s,

— Xty b T OFER%Z B % & PhishTank
zzommﬂESTmmﬁWk WE R XA > 2R
T %727, URLhaus TIXEWRAIREE X 2o 7=,
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Entropy

) L]

|

PhishTank URLHaus
Dataset

1
1

1 4 (=]

8

T
Tranco

ZONEFiles

X 4: = Fuv¥—oRMED S Th

Frequency of Digits

50 °
o o
40 - g
é °
o
30 A o3 g
w
£ g o
©
> 50 4 o 8
o
o]
10 A E
0 . .
Tranco PhishTank URLHaus ZONEFiles
Dataset

X 5: BFEBEORHEED TN

PhishTank 137 4 v ¥ 7% A4 FDRX A v F—
Xty N THBH, Subdomain FTTEMKZE £/
BTN EELDDNE L, XFHIN— 2R E
WRMRX AL Ve DEWRRNTT-DICEREIC
MRz 2 E 2 505, ZONEFILES Tl& DNS
N—2ZFHHER Y = TN — 2ZRHERICEE R X A
e DBEWHRENTDICERBEICHEA R
Ezibhb.

BYER XA 2R X4 > DR BEE IR
N, REMZHHETHZ2 Y o — e T
B, MX#, WHOIS 7 VT A arXA LD
OUTNER 4, K5, K6, M7IRT. K425
PhishTank O AESRHREDMD 7 — X1y + &
HARTEWEEL 725 TH D, X5 Ti& PhishTank
DATEIEDEL o TWA I e 2R TE 3. &
DFERD 5, PhishTank 121X 7 ¥ X LR X T %
GAEFRRAL VBB L B HERTE, fhosF
FR — ZEEICOWT H X 4 PX 5 ¢ FkEDEH
AIBEN T8, PhishTank @ F X4 V% &
BEICHRAITEREZILNS. 6 X T %A
% ¥ ZONEFILES DffiA3 Tranco ¥ FEiE L TEW
EICERLTWE Z L R2EERETE 3. B, &AF
ETIE WHOIS [HRAEUS T E R o 7258, K
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MXE

25

20 <]
8
o 15 4 8
=]
E: 8 °
10 A ]
=] o
(-] Q Q
-] o ]
o o o
5 4 © =] o
£| g < g
o
0 —/ - o
Tranco PhishTank URLHaus ZONEFiles
Dataset
Vv % ot Al L
X 6: MX BORED 5T
WHOIS Creation Time
14000 -
o
[}
12000 -
o
10000 1 8 8
« 8000 -
L
E
©
> 6000 -
4000 ~
2000 ~
o L _
Tranco PhishTank URLHaus ZONEFiles
Dataset

X 7: WHOIS Z VT A ar&A4LDREBED
Saxiil

HMEOEEZ 02 LTWS. 7 C PhishTank =
ZONEFILES OHHRAEH 0 £ > TV DX, £
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Design and Construction of New Information Systems
(Vth period) in the University of Hyogo.
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Haruhisa HAYASHI*, Kouji NISHIKAWA*, Manabu NII*f,
Nobuyuki SHIMA*, Shinsaku HIURA*
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The University of Hyogo comprises six faculties, nine graduate schools, and five affili-
ated research institutes, among others, all of which are dispersed across Hyogo Prefecture.
These campuses are interconnected through an advanced information system that pro-
vides the infrastructure for education, research, and university administration. In 2024, a
system upgrade was carried out, signifying the fifth generation of the university’s network
system, Information Processing Education System, and wireless LAN system since the
integration of three prefectural universities in 2004. This paper reports on the design and
implementation of the new system, as well as key enhancements over its predecessor.

Keywords : University Information Systems, System Replacement, Multi-Campus, Net-

work Design
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URL . https://csis. ufinity. jp/isken/
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