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Design and Implementation of an IEEE 802.1X-Compliant Autonomous
Wireless LAN System for Small-Scale Individual Deployment
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IEEE 802.1X-compliant wireless LAN systems are often implemented using a centralized manage-
ment model; however, incremental addition of access points (APs) is frequently hindered by high
implementation costs. While utilizing autonomous APs can be a cost-effective alternative, direct
integration with the campus-wide authentication infrastructure introduces significant security risks
and necessitates configuration changes in the core system for every AP expansion. Furthermore,
these dependencies increase operational and maintenance overhead during system-wide updates.
To address these challenges, we have developed an authentication infrastructure that is loosely
coupled with the campus-wide system. This architecture enables the flexible and cost-effective
deployment of IEEE 802.1X-compliant APs at the laboratory or departmental level, ensuring effi-
cient network management and scalability.

Keywords : IEEE 802.1X, wireless LAN, authentication infrastructure, loose coupling, network

operations and management
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L, ZNFU xRy b7 — 7 REE A VLAN
&R LAN FI A H VLAN 23] D 24T T
%5, ZNEND VLAN IZV 7%y b= AN
255.255.224.0(/19) D%y b7 =27 Lo THE
D, 8,190 BDOEERZINAETE S, TXRTDHLY
ALy FITFy b7 — 7 EEEEH VLAN &
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fERR LAN FIFH# H VLAN 2558888 A D 72 0,
K AT LDT 7R ARAL ¥ FOFBEITEEL T
XY U RAERE Y P 7 =7 ~D VLAN D&
IR TE DI Z 2o,

Iy ¥ AA v F 1% APRESIA Systems #:#D
2AA4 v FTHb, Ty AL yFicarsA
v, enable 27 FCTRHEFEITE— FNILK
fTL, conf taw v FT/Zua—"Larv74
JL—vavE—FIIBTLEE UToaw
YRFEFFTLUTCVLAN ZRELTR—+%2FH
L, write memory 2= R CiE % A7
LTEL.

int port1/0/P

switchport mode trunk

switchport trunk allowed vlan A,B
switchport trunk native vlan A

no shutdown

end

o B H ¥ M

ZIZT, P A BRRZENENLTOMEZRET 5.

P: 77 ARA Y MERAE—FDER—+FS
A Fy b7 — 7T VLAN @ VLAN ID
B: #E4% LAN Ff|f#%/H VLAN @ VLAN ID

Iy P AL v FOREIZ VY —DT I D3,
RO FMUAHE ZI1XFENET E 2 ERN R EET
by, EEREMARSNE R C, EFAMIX
NSO, F v VAR Y BT — 7 ORBIRL
BHERAEB 2 bW ®, INBDOFHEEICFEEE
L7 & LTHEMIFZMMZoNns EHZT
W3,

35 PUOEBRRA YV KNDRE

TI7RARAVPEZY DAL v FDOFER
fTo 7812, a3 LAN 7 — 7 )LHdHR & i
=7 NIRRT C T 7 ARA v b BRRE
T5.

fRERA (BUFFALO WAPM-1266R/WAPS-
1266) £ V¥4 7 KSR (Cisco Aironet 2702e)
13> 341 % Power over Ethernet (PoE) THAH
2O TH S, BRERETHHL T
% APRESIA Systems fE#D v & 24 v F 1%
PoE IR L Ttz o, REICH 7> Tl
PoEA ¥ x7%, LI, ACTH¥ 740
W5, PoOEA v 27 ¥ #Hv35E1%
Iy P ALy FATICEIRD, ACT Y 7% %



RFEFER S AT LIRRHR

o 2 58 EEIESFTHEIC AT & % B
avey FRHIUT L, WTRH LA
BIR LN L 725130, Ty P AL v Fi
5 RIEYS T £ TO LAN LR 2 WEAIZ Z D
THEHBELELS, s THERMEL 28
BRSO AEE kS,

4, DFEFRAFERY AT L& Tk
& &2 RADIUS H—/ VDL

IEEE 802. 1X iR RIS L 72 7 7 2 AR A~
b ZIBINERET 5 72 ®121%, RADIUS $— 3723
WHETH D, BRERAICE LTI, 26k
gy 25 L D—f & L TRADIUS #—/37%
HAINTHEL TE D, £PEHEANR LAN
AT LMBIT 3 RADIUS — N LT
FEL T3, EZAD, T7ARAL V%
TEANEMERE T 2565102, #4 Ic 2Rkt
M A7 5D RADIUS ¥ — N L HifE§ 2 2 L
2L, X274 LoV R E, FEP
SHTIC B R B & TEDSEING % & v ) [
b5,

. X274 LDV RY

BREY R 0 7R ARA v M IZAH
FIGECPLEICRE I NS 720, YIPER
RIS 2=y 7 4 712k H RADIUS
H— N OFEE R Z K S 15 AlRelE
ERETER, ¥, T7RARL YV
FOSRIET 72 21X D FoMLS L7285
&, REBHRMT 5132, RADIUS
P—NPBT IR ARA Vo DEFE
BB IH5INDE I LIRS,

AREYRY L ID PSR Y — FOiEHIC
BE5 5L TYH, y—ERWGEKZIC L4
2EERGF A% S 2 5 1) RADIUS ¥ —3738
fE1ET % 2 iz, BIREREDOEH
¥ AT LEEDEEREA IR D 22 ha e o,
X5, HHIT 7R ARAL v 2E%
T 286, WET 7 A IVEICERZ B
LTY 7 b7 =7 % HiEHE)§ 2 85/E50
et oL, BoTHELTLE
I LRI EDRW IR T 5, ol
FEDIZYH, 77 ARA v FiED
B AL R > 2 5 D RADIUS

10
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P—=NIZRRZ ETY AT LEEWBT
VITLEIIVRIZ b DA,

2. BOERHBC LB B TR O

REDEREITH - RADIUS ¥ —NI27
7 ARA Vb RERT IRELENHEE
TREFEE ITIRIAT 25541213, Z DHBIE,
ERB P 225, BRLT 77X R
RA VP ZHIRT 28560 FAKTH 2.
F 7, YRS 2T L2k 20
—8Td % RADIUS ¥ — SO EHIEE L
T RADIUS ' — "D IP 7 F L A2 H
WZholeGinkE, TXRTOT 7R AR
AV OFELEEPININC D2 bH
L, TIRARAL VD% BENREX
TV 554121, RADIUS ¥ — NHH
BOFHERRD - DITHEREFRO L &
0, B & BRI >TLEY.

FEHOEREHIR  BMREI LTV
L ZARA Vb zHifg s L CHEBT 2 R
X258 B D, HHI AT LD
BT 20D H 2130, 2D
MBS L CTHIRDS A U 2560385 5,
Friz, MEREPRRREAZIMEL L9 & L
&, EEF Lol E T, JRiEMESSHE
EINLIB-NDD S,

K ZAT LTI, ZNoofEEZREL, &
SPERSEHE S 2 F LD ¥ 2 ) T 4 RT3
LRI, B E THOMAZEI SR T4
2L AT I EARY AT L ORI R RS 5 7
b, 77X ARA Vb LR D E
Bl 2w, BifEaoilaz WS Z i L7,
ZCT, TBiEEG) b3, i 25
2@ RADIUS H — D ELIRFEBLD R /1
P2 — VIR T, Ko 25 LMAIDHEKTT T
7% ARA ¥ b oM - HIFRS RADIUS 3 —
NREDEEPHEETH 5 2 L 2IHT, &%F
AEERE S 2T L & OFGEFEROMLA & v ) fai
HRAEEMR I HER L oD, o+ 27 A TD
MWH TS 2N 2 2 & T, i 2
FLAOAMEZEL Y L, IEERHE
YA COFIRE 7 7 2 ARA vk OENNZRE %
FET B ENTES,



41 BFESZRIEITSEHES

Ry AT LTI RRHEE S 2 7 L0
Td % RADIUS ' — "% flitr 3", HHIZ RA-
DIUS =% &l} 5, 7721, &% AT L
EFUID E XA —FZHHATESL XHICT
57 DI RS AT L LR AT
2D RADIUS ¥ — % I ¥ 2 N0 H 5.
Z DR, gl 2 5 1D RADIUS ¥ —
N EHHE L T2 OB — N (Proxy) £ LT

HLLOTHE, X2V T4 Loy 273K
WS T, JRREORMED EE I v, 22
TAY A7 LD RADIUS ¥ — %, PCHEY
ATLDT AL 7 P —ERAZH->TWES
Active Directory (AD) H—/ N HffEXE 2 2
izl 7.

A A5 LD RADIUS ¥ — 398 AD - — N
EHEET 2B OMEIRIE, PC ZHEICFHRED PC
EFRIBRD F AL U SIMMERICIRE ST\ %
Winbind % fil\»> T MS-CHAPv2 71 b a)LiZ &
D BAED A E DA% AD = NI BEAbE %
LA TH 5 7- D, RICARS AT 4D RADIUS

Y= NPREINTH, AD F—NOEFHEHE
FRAth o 22— — DFGEEEHRZ D b DHEEAE
WENBZVRAZINIEAERG, ZDY A 71F
YIFEN 72 PC ZE D PC MRESI N GA LT
BT ZSNTWD,

4.2 RADIUS H—/\DHEE

AD Y — " OFGEE# = M\ > 5 RADIUS ¥ —
NOREEIZ B 7= > TlE, Samba® & FreeRADIUS®
ZilAaHETHW %, 0OS & LT AlmaLinux
97 ZHM\»% Z & & L, HP ProLiant MicroServer
Gen8 (Pentium G2020T 2.50 GHz, 4 GB X &
) 12 x86_64 % minimum £ >~ A F— /L L
7212, DToa<y Rz THERNNED
Ry =DA% A VA=V LT,

$ sudo dnf install samba-winbind \
samba-winbind-clients freeradius \
freeradius-utils wpa_supplicant

77 ARA Y P OBMREEBXETH
205, BWHEBREETTHNUIARAS A TLD
RADIUS # —NADEFMIFKNE TR0 dD,
BHTD CPU TR TH a7 =< R

11
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ZHERTE S, L, BEL KRBT 25
W %7280, KT AT LTI PC/N oy
Ea—8 Tl —"HAEZ W5 Z LI
L7z, INETHOETH, KL ATLTHWZ
H— TR O AR IZEL Tk,

43 AD RXA>ADESHN

AD Y — N EHHET ZITIZAD F X A Vi2S
s 2068038 %, Ziulx, £9°, Samba Dk
&7 7 4 )V /etc/samba/smb.conf ® [global]
7 arveETo LI ICERT 5,

[globall

WORKGROUP = <QUR_WORKGROUP>

realm = <OUR_REALM>

security = ads

ntlm auth = mschapv2-and-ntlmv2-only

Z 2T, <OUR_WORKGROUP>IZFERERD F A A D
NetBIOS 44, <OUR_REALM>IZFEERD K X A4 v D
FQDN T& %.

KIZ, UTFDa<y FTAD FXA VI
95,

$ sudo net ads join --no-dns-upgrades \
-U <admin_user>

Z 2T, <admin_user>iZi3, F XA vZnfhg
BTV REET S, Zoavy FEET
3% &, <admin_user>DSAV—F%# AT 5
Tay TP BFRRINDEDTANT S, ZOE

S

fEIX, PCEZEDPCl1 &% AD F XA »iz&h
XELPELEAHETH S,
AD F XA VIZEINTES, IDITHT 58

xv—F#ELwﬁ%%wﬁé&ﬁ 2F0h,
SRR 1T ) B%HE % 1D winbind Z DL T D a < v
F-citdE 4 %,

Winbind 281E L { EE)ITE T 50089 2
sudo wbinfo -t CTHERTE 5. FTOF
T AD F XA ML TID £/28A 7 —F
ZHOIHIENTE L X)o7 T, DUF
Da<y FTAD Y — N EofEmz e Cadi
BIEFIfTbND Z L 2MERL TEL.

(SB sudo systemctl start winbind

- >

—



$ ntlm_auth --request-nt-key \
--username=<userid>

Z 2T, <userid> |3 FERAIEE S A T LITE
HEINTV22—YFIDTHS, avr FaEH
172 ENRAY—=FE2ANTE7Tur 7 3%k
RENLZDTI—=HFIDIZHIEL 728 RA T —F
ZANLT, IEL SRR TH IS Z & 2R
TZ 5,

ZZFEFTOFIET, AlmaLinux ¥ — 3% AD
RXA VIZBMER BT ERTEL, RITRA-
DIUS #—/v& L CHiff S % 72 9 1Z FreeRA-
DIUS DREZLT .

4.4 FreeRADIUS D% E

FEHED B ED E F TR AT LATHWS
RADIUS #— 3¢ L THEBE L 72\ 728, DIT O
4.4.1~445 DREZLT).

441 FREEATV DEEFZDI-HDEKRTE
/etc/raddb/radiusd.conf

[auth = yes ]
EHECIE R D LERDTR & e\ 72 o EELD

WO FET 5. RADIUS R— 24 W T 585
BELID77ANTHRETD I LIZRDED, KA
VAT LTIRFENND S 7 7 ATE R WE
Ay 7= ATHEEMTbNS Z E05,
HEHE R — h Tdh % UDPISI2 HZAH L 2\ T
WA EIc L7, Ry F7—2IBAR
nrgGa, Xy b Xy 7F v I X D EBICA
LBNTLEIDTEHLTHY AV ZIEHTE
7,

442 FWEERZRITINTZHDHRE

TR ARA Y Mo DFRIEEREZITF AT
% 7= & clients.conf # LA T D ) §RET 5.
/etc/raddb/clients.conf

client <apname> {
ipaddr = a.b.c.d/e
secret = <secret>
virtual_server = auth-wireless

}

12
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Z 2T, <apname>iZfEEOT 7R AKRA v
44, a.b.c.d/elZ T V7R AILELR BT VR A
Y FOEHHIP 7 FLAERY b2 R 7,
<secret>IZZD 7 7 AXRA v b DB
ffifl4 % RADIUS > — 2 L v b TH 3B, 77
L ARA v FHALCEIRZENT S 2 & T, B
3.3 i TR 7 X 912 RADIUS 3 — "Dt F 2
V74 BERTE S, 7, HEOT 7R AR
AV 2 EEATIHEARE, floRET
ZlThbeX2YT4 LDV RIPKREL R
S5WIGE, T7RARA Y FOFEHHIP 7
FLAD Ry v 7 —2% a.b.c.d/e IZF&%EL
RADIUS =7 L v b ZH3@D b DITERE L
THRIEIE R,

443 LILLDIIE

IEEE 802.1X FBALICER L TIRE T % ID I &
EFN2eDHMDLTINTH B LIV LIZDOWT
L2179 72 DL T DY) RET 5.

/etc/raddb/proxy.conf

realm "~*(.+\.)?kadai\.jp$" {
authhost = LOCAL
accthost = LOCAL

3

ZOEHIERT S ET, LILLADKED
“kadai.jp” & 7% % 2 —H IDIZDWTHY—NT
WAL ZITIRE L RS, DED, 2—HFID &
LT, ID@kadai.jp ZfiE L 728ity, @D /ifll
DXLFHNTH 2 ID % AD H— NI T 25 2
LIl B,

BEVA R R T, SErp RIS BRI LAN >
A5 L% eduroam JP IZHEHL L CGEHA L TWwW 3
SSID %3 “eduroam” DML % v ~ 7 — 7 1T Hi
T2BDL L L% “@kadaijp” & LTV23Y 7
&, SSID %3 “openx” T®H % A AT L DR
Gy P =7 ICEHET D2 —F ID 12D
T SSID %3 “eduroam” DEME -~ v b7 — 7§
felkt & Hl—D b2 L LT, FHHED
BELLZ2wX L7,

4.4.4 1EEE 802.1X FREEXI I

IEEE 802.1X RFIZ G T 5728, DLT o

DEAET 5.



4

1

FH 2 A T LIRIEHR

~ /etc/raddb/sites-available/auth-wireless —\

server auth-wireless {
authorize {
eap
}
authenticate {
eap
}
3

J
COBREREIMCT 572D A= —2—
MR TDavwy FEETT 2.

-

# cd /etc/raddb/sites-enabled
# 1n -s ../sites-available/auth-wireless

% 72, PEAP-MSCHAPV2 Z %31t § % 7= ®,
B — NGEHE Z ERL L /etc/raddb/certs FE T
ICEV 72 BT, T OREZTT).

/etc/raddb/mods-enabled/eap

default_eap_type
private_key_file = <private_key_file>
certificate_file = <private_key_file>
private_key_password = <key_password>
ca_file = ${ca_dir}/nii-odcadg7rsa.cer

peap

Z T, <private_key_file>l¥, ¥ —  iLHAZE
SR cat A Y FCHRE L7 74 LD
N2 (T4 V7 P+ 7 74 0VH) TH 5,
Tl g BIRF D 2% 2 77 — R % <key_password>
ICEET %, RP A7 L TiE NI O UPKI &
AEIIFEFEA T — B A Z R LT — NEEE
ZE L7 DT, ca_file 2% NII ® CA
AEBHE  (nii-odcadg7rsa.cer) % fHE L 72,

¥ 7z, #al% MS-CHAPv2 7’1 + 2 )L C AD
P—NIATOY 570, LTOHEN 7 74 V&
g %,

/etc/raddb/mods-enabled/mschap

use_mppe = yes

require_encryption = yes

require_strong = yes

ntlm_auth = \\
"/usr/bin/ntlm_auth --allow-mschapv2”

44.5 FODMODEKE

AlmaLinux 9 # OS & L CHWw 354, Mk
@ FNE T FreeRADIUS % E A T41UEZ DD
7 7 A IERED F FTX  AEDOMNIFME,
7272 L, Samba & D#EHEICERE L T FreeRADIUS

13
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HEPRA L T winbindd_privileged V77 v b
W7 72 ATETIELLEHEL R wizd, B
ToOa<wy F2FITLTIN—=TDHEE%
radiusd ICEH L 7 7k A% 52 T,

$ sudo chgrp radiusd \
/var/lib/samba/winbindd_privileged

I 5102, FA MDD 5D RADIUS ¥ —31(C
N 277 A% T57%0, LToavy
FZEHWTT7 74 77 4 = VOREEIT, i%
xR TEL.

$ sudo firewall-cmd --permanent \
--add-port=1812/udp
$ sudo firewall-cmd --reload

4.5 FreeRADIUS D2

PLETARY 25 23D RADIUS #—3 ¢ L C
FEI T B7-0DREIZET EHD, YT
a <Y FTRADIUS ¥ — % HEET 280 &,
RADIUS ¥ — N Dil#) % {7 .

$ sudo systemctl enable radiusd
$ sudo systemctl start radiusd

451 FEEDOT X b

RiE% T A F§ 51213, eapol_test 2%
F2 DT o b ET UL Lo,

$ eapol_test -a <radius_ipaddress> \
-c test.conf -s <secret>

Z 2T, <radius_ipaddress>lZAs AT LD
RADIUS %— XD IP 7 F L A, <secret>ld7
7R ATLT EIHRE SN RADIUS > —7 L v
FCThHb, TARZITHIEGDOIP 7 FL AKX
2%y P 7 —2712250WTH RADIUS > —7
Ly b E&bE, clients.conf 7 7 A )LHICE
ENBRIEL 2, avy FEFRICEET 2
test.conf 7 7 A WIELL T D X ) IZEdh 3 5.



~ test.conf

network={
ssid="openx"
key_mgmt=WPA-EAP
eap=PEAP
identity="<userid>"
password="<password>"
phase2="auth=MSCHAPV2"

}
N J

Z T, <userid>ld—¥ 1D, <password>!Z
2—FIDICWIETH AT —FThb, 21—
Y ID % ID@kadai.jp & LCT AT B I LT
SSID 78 “openx” DEHRE v b7 — 7 1ZHhi L
7B DAL D KA Z HER T E 5.

5. KRIATLDT7ZIVEARA > K
DEREIRT & FIRR

Ry A7 5132022 47 B X O B ORGE
ZBHIA L, 2023 4E 12 HICAB@ L <, #fE%T
DT 7R ARA v OBEIMHEZEDTE 7,
INEZIARFTIX, 202642 H 27 HEED
TI7RARA VT DOBERDLE, 2025412 H
1H26 20254 12 H21 HETo 3EMICH 7
AR FRI A ) PHNCHHE L 2 FE R 2R T,

AENRE, BRERECE TSy b7 —
7 DEMHNTHE 8TV T7DI L, KV AT
LDOFHEIZE D 772 ARA v b 2EMNEREL
7232V 7L L, BRI, Bz &t
V7% T2 7 A, BYizabz) 7%
') 7B, Rfbizaby 7% T2y 7
C; tT%, 2Dz ) ZITIEARL AT LD
TR ARA Y FEREINTVARL, &k,
¥ 2 7« Loffh o i EE T 508
IV 7 EHRIESHTLD 1A O E 1d2-
TV,

%E, BEEHIc vy —ICHELTW5 77
X ARA v MO TIE, —BAHE~DY —
EARMEHNE LTES T, REAED R
EHINDL 7D, REGTOWNRD 6 IR L T
W3,

51 FZUVEARAY NDERERR

K AT LDHFETEMINTT 7 ARA
vrox) 7RI, BERERMOGEER2ITRT,

14
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2R AT LDHETEBMRESINLT 2
ARV FOFKELY 7, RETFEEE
(2026 4 2 H 27 HELE)

V7 RESE R B
A AR Cisco Aironet 2702e 2

B J e Cisco Aironet 2702e 4

C KEFABE  Cisco Aironet 2702e 11
BUFFALO WAPM-1266R il 0

BUFFALO WAPS-1266 7l 0

Cisco Aironet 2702¢ #f 17

[
fithei

K11, A2 AT LDHEIC KD EEERIC
EINFRE X 72 ) A 7 )VEEEE (Cisco Aironet
2702e) Tdh %, BEMHICHUTEH % FV CREE
LT3, EFIZPEA »P 227 %ICkbhy
PAAL v FABEOEE a2y P SAHEL T
Wh7ed, BEIZLAN 7 —7 VDA ER ST
W3,

1 A 25 50N ETEMRES k7 2
v AKRA Y L OPI (T T B - )

IR L CIRsE iR & L TR e & Y
YA IR OB G2 REL T 5, LrLlk
D5, I THERSZ AR RIEA
L7013 dE s, ) S A 7 OVBSER I I3 BIEREEDS
LD DD, HEFIIMETEATES, 0D
fEfE &\ ) DS, FRERSR TIE RS VA 70
BEERDATIRIN T B ELERKTH B &
AbN5,



RFEFER S AT LIRRHR

FEIEFOBMEHRDUCFEH T2 &, R AT LD
TI7XARA Y PELTHRELLZITHEDY Y
A 7 VSR (Cisco Aironet 2702¢) 1%, 371
b 2015 20 5 6 FERIHRIBRE L Tz
b5, TaRBOBERZED 7O ORER b HE
LTWaY, KR AFLDT7 7R AKA VP E
L CRRiE L TR, —EE D Mo A A 3
INTR\, TORE L BB D5 Hil S
1, RFWEPEICE WYY 1 DA TH > 7%
EHDERIER L, HED 11 BIZE-7HD
LI n s,

I HIEAICB VLTI, A 2T LTt
T 2D1%, EHRIEERLAN & 25 L TR L T
W2 “eduroam” & (357 % “openx” (2 X B H—
EATH5, Zbrhrbod, fHED»S DM
WEbEN VY —IZFT SN LT,
ARIERF D REEHE DA DFEBAMIZAEL Tk
W, 2, BT % “eduroam” & b L
72 & T, FIHEICE > TOREEDS SR S
TWa7d Litllzng,

7 U ZARA ¥~ OFERR

TR ARA v T EOHFIRDLIZ, $7x
7 @D RADIUS ¥ — "D FRIE T 7' S 3R
&%, 2025 12H1H (H) 256 20253312
ﬁzla(H)GXhﬂﬁ(zlaﬁm oW, &

LIS L7 MAC 7 F L AD%% ) 7HIIC
HitL, 772XV M 1LEDLHYDOVEZ
K7z, T, EPEHAMRELAN & 27 A
IZDWThH, YRR ICA 45 RADIUS
*7‘—'\0)5%1&\:17%)ﬂblfﬂﬁ®ﬁ{£fmnjr%
v, ZY 77 72 ARAL v M1 aEbHED
DN T A AR E RO, Zis DFER
ZF3ITRT,

5.2

3R AT LDNETBINFRES N T 7
L ARA v b EEPEHAR LAN > A 7 A
DT I7RAFRAL VD, ZIVTH1EHZDH
SEYgEERE T N A A% (2025 4E 12 H 1 H~2025
12 H21 H)

V7 KYRATL R¥VATL O MWE
A 1.8 58.7 3.1%
B 6.3 26.1 24.1%
C 9.4 28.3 33.2%

15
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K AT LDJFETEBMFEL 727 72 AR
A YD1 Hb7bh OFEER 734 2803
S PRRUESL LAN S AT LD 7 72 A KA
v MCHRT/AE W, 2, e
LAN VAT DT 7R AXRA v b2, Z¥E%
%%T%ﬂ%ﬁE%(@ﬂ%ﬁmﬁén%%ﬁ

%L‘(b)%” k%%xhiﬁﬁﬂ’cdb%

%ﬂ%h@‘ WCHER L7224, T
UTAJuﬂ%L%77kX$4/F2 B
BOBMRE VR T 250, T2V 7 By ICHIAE
L7778 ARA Vb 4 BIZEEIZE DG,
ZLTC "TZV7ClICRBELLT 7R ARA
b1 BIEEERE IS 28501 Ch % LD
ZETHoT, TN LEDOEELENEE DS
T 25Tk 2\, #H, %, 2 LT,
FEEEZ1T) BT, 2RZNDOFRICBNT
fERR LAN 2303 Ll S i cd 5. Al
JHIZ% C d s acldz {, MEFICHIE
NTnj3,

72, RonAEOBIE D ADFIHT S
CERMELCREINSTZY 7 A A,
'y 7B, & T 7Cy ITHEETRE, K
VAT LDT VR ARA ¥ FDESETNA AR
ié?®%$mﬁﬂﬂﬁmeyx%A®7ﬁ
L ARA Y EDAGTD 1 (24.1%) 6 357
1 (33.2%) TH 5. Uﬁ%ﬁw%%f%miﬁ
&, fRESROLE b EPE R LAN >
ATLD100D 1 FRELLT OB THRETE
52 LEEZNL, K ATLDEMXEIHIZ
ToricEe,

LLEDZ &SRS 2T LDSEE, FIFE
37 K TH Z DGFTCARFE DA E LR B
12 & 2R LAN ORHEE S NS 5ATICE
WC, BHETIEZDPITITICT 7R ARA Vb
ERETELHMETFERTHLLEFA S,

6. X&H

BRERETEINET, X2V T4 &
FEYE: % W37 T & % IEEE 802.1X FRAF I3 &£
BEHRMSE LAN & 2 7 LA TOARFEHINT»
7. Lo L, SBPEHERMERLAN > A7 A1
TI7RARA Y PERBENTSICIESEOEM
Db, ZD, T7RARA Y FOBEM
RIEE, ¥ 2 7« ST EIEE A
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Fa4 BREKRZFCBIIZT7 72 AEA ¥ OBINEBE S L i
4 fERE LAN it LAN
HH %%5$' =% N—% | FPEHR | R 2T L
CENIRER v 1) | (2 0fh)
LB O E O O O X 9
X aVT4 (FN4 ZDRE) O O X @) e
IEEE 802.1X X X X O O
Flfe AN X 0) ®) O O
H B O O O O O

RO LAN 7'V v I X B DM LAN
V=% %GB TTEIC L > THIRE S 5 %247
ol INETOHEERS AT LDITED
g (#4) OFER, K> 27 L)X, E
ANEH, X274, 8XOFIEED S
HHZHRLT 2 2 LRI N,
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Evaluation of Effective Data Transfer Rates
in Best-Effort Fiber-Optic Connections

LR K—, i E"
Taichi YASUMOTO and Shinji FUKUI
BHHBNRNY ICTHEEE L5 —
Center for Information and Communication Technology, Aichi University of Education®

BRHEBRFIRFANO T =5 v ¥ — L 3 DM@ RHIX OO E I NTT HAD 7 L v v
Frm A (K 10Gbps) Z2RHLTWS, F—%2 vy —filiZ 1 AD7 L v &7 0 X[EHET 3 D DOMEER
WX ZINE T MR ER>TED, 7—% 2y s —MOWEEEL — % 13 10Gbps XIS, &8 AR XM o
R EEE L — 2 12 1Gbps WG TH 5, XA PZ 7 4 — MUEFUCER L TR L= DA v ¥ 7 2 —AHh 5
HHOMBED T — & B2 Bl L T 27210 Tk, MRREROFIEE (TSRS 2 LA TELT7—F ) 2
TaTH I EbrS R, 22T, 3K & DRPEIHEHR DG IC iperf3 DY — e 7 74 Ty P REIEL, %
WA & AR 2 — IR T 24 IFRIEHIS 2 B2 M L <22 6 » HULRBIZE L7z, Z iR, fho
BEFIEER T 2 & HEH S 002 EPBEEIR T AT A 5 112 S ODIEHIMZH TN D 1) & b IR
1% 900Mbps $9fHEC, AERHIZ 3 HIXZN 2N 4, 5, Tms fHETHER T2 2 L0057, DLED S BlR
Tld 1Gbps WIED V=2 T7 L v Y oy v 22 FH L 756 13 @87 1Gbps iRl o Rl 1< 72
DL MEIRONDL Z ENby ST,
F—T—R: X274 — MR, 7Ly by w R, FEREE, ERH

Aichi University of Education uses NTT WEST FLET’S HIKARI CROSS service (with a maximum
data rate of 10 Gbps) for inter-site connectivity between its contracted data center and its three affiliated
school districts. The connections from the three affiliated school districts share a single FLET’S HIKARI
CROSS line at the data center. The inter-site router at the data center supports 10 Gbps, whereas the
inter-site routers at each affiliated school district support 1 Gbps. Simply observing the amount of daily
traffic from the interfaces of routers connected to a best-effort line is insufficient to determine whether the
effective throughput (the amount of data that can actually be transmitted) of the inter-site connections
is adequate. Therefore, we deployed iperf3 servers and clients at both ends of the connections to the
three districts, and built a measurement environment to monitor effective throughput and round-trip
time at regular intervals over 24 hours a day. Observations were conducted for more than six months.
As a result, although occasional decreases in effective throughput—presumably due to traffic from other
customers—were observed, both downstream and upstream throughput remained close to 900 Mbps
regardless of day or time, and the round-trip times remained around 4 ms, 5 ms, and 7 ms for the three
districts, respectively. These results indicate that, at present, when using FLET’S HIKARI CROSS with
1 Gbps-capable routers, the service provides a level of quality that makes it a viable alternative to more
expensive dedicated 1 Gbps guaranteed-bandwidth lines.
KeyWords: best-effort lines, FLET’S HIKARI CROSS, effective throughput, round-trip time
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“Academic Information Processing Environment Research" from the view point of
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